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OPENAI JUST BUILT A HACKER

THEN GAVE IT TO THE GOOD GUYS




WHAT IS GPT-5.4-CYBER?

> model: GPT-5.4-Cyber

> type: cyber-permissive

> released: April 14, 2026
> by: OpenAIj}
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\ | A version of GPT-5.4 with safety
= rails deliberately lowered for
defensive cybersecurity
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First OpenAl model with public binary
reverse engineering support



WHAT IT CANDO
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REVERSE ENGINEER BINARIES

Map program logic from compiled
executables. No source code needed.

FIND VULNERABILITIES

Buffer overflows, auth bypasses,
injection vectors, data flow analysis.

ACCELERATE DEFENSE

Triage incidents, analyze suspicious
files, generate detection signatures.
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CTF BENCHMARK
TRAJECTORY
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GPT-5 (Aug 2025)
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GPT-5.4- Cyber (Apr 2026)
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Expert-level CTF tasks that NO model
could complete before April 2025 now
see /3% success rates.
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TRUSTED ACCESS FOR CYBER

Tiered identity verification

Sy

Thousands ' Hundreds ' $10M

of individual of security cybersecurity
defenders ICEINE grant fund
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MEANWHILE AT ATHROPIC
_MYTHOS

. Autonomous exploit chammg '
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181 successful 32-step corporate Averaged 22
exploit intrusion: of 32 steps
conversions on completed 3/10 across all runs
 Firefox tests J|  attempts

A simulation that takes human experts 20 HOURS
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rlJ Access: ~40 organizations only

| Including Amazon, Apple, Microsoft,

JPMorgan Chase
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TWO PHILOSOPHIES

RESTRICTED

e ~40 elite
organizations

¢ Thousands of
verified defenders

e Trust the
restriction layer

e Trust the
verification layer
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“We don't think it's

| practical to centrally | [/

‘*m\* decide who gets to I t\ dangerous for wide

“Autonomous

defend themselves” |- // distribution”
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THE REALITY CHECK

UK AISI evaluation
Test environments lack:

- Active defenders
- Defensive tooling

- Standard enterprise hardening
- Penalties for triggering alerts

“We cannot say for sure
whether Mythos would be
able to attack well-defended
systems.”

A model that chains 22 steps in a
synthetic range may chain ZERO
against production.
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WHRAT THIS MEANS

Binary analysis is democratized

Reverse engineering no longer requires
years of specialized experience

Attacker-defender asymmetry is shifting

If attackers get autonomous chaining,
defenders need equivalent tools

Legacy systems are exposed

Decades of technical debt just became
searchable

The verification model IS the product

Tiered KYC for Al capabilities = the pattern
for every dual-use domain
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“One of them
Is right.”

The vulnerability disclosure data over the
next twelve months will tell us which.

openai.com/index/scaling-trusted-access-for-cyber-defense
alsi.gov.uk — Mythos evaluation

imiel.dev/blog

Follow Imiel for more AI signals 10



