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YOUR MAC IS IDLE.

EIGEN LABS WANTS IT TO RUN AI

Swipe to explore -



THE TRUST PROBLEM

The person
running the R,
hardware has:
e Root access

" MEMORY
” ' INSPECTION
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e Physical custody

e Debugger access ’
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» Network interception =21~ &= S[IER

 Memory inspection

PHYSICAL
CUSTODY

Every decentralized compute network
either IGNORES this or punts to hardware
TEEs (Intel SGX, AMD SEV).

Macs don’t have TEEs for
third-party code.



SOFTWARE ACCESS
PATH ELIMINATION

Y
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Instead of a hardware enclave, systematically
eliminate EVERY software path the operator e
could use to observe data.

Single hardened process:

< o No subprocess

e No local server '
« ¢ NoIPC

e Everything in one address space

®
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THREE LAYERS OF LOCKDOWN
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PT_DENY_ATTACH

Kernel flag blocks ALL debuggers
Irreversible without killing the process.

HARDENED RUNTIME .- -

Blocks memory reading, code lnjectlon

dynamic library loading. No inspection
possible.

SYSTEM INTEGRITY PROTECTION

Cannot be disabled without reboot.

Reboot kills process and erases data. _

e
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You cannot observe without rebooting.

M=

Rebooting destroys the session.
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THE ATTESTATION CHAIN

SECURE ENCLAVE IDENTITY

P-256 key pair. Private key
never leaves hardware.

APPLE-SIGNED CERTIFICATES

Traces back to Apple's root CA.
Proves genuine hardware.

shoms N ' BINARY ATTESTATION

& Hash of running binary
verified by Secure Enclave.

MDM ENROLLMENT

Machine config verified against
management profile.

Challenge-response every 5 minutes.
Fail = removed from network.



THE ECONOMICS

Gemma 4 26B I $0.03-0.20/M tokens |
Qwen3.5 1228 I $0.13-1.04/M tokgﬁ?j |

MiniMax M2.5 1 $0.06-0.50/M tokens |

2398 |

50-70% BELOW AZURE & AWS
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* No data center capex

e Electricity: $0.01-0.03/hour

* Providers keep 100% of revenue
* APl is OpenAl-compatible

Change your base URL. It works.

—
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>SBB DB

THE RED FLAGS

NO HARDWARE ENCLAVE

Custom kernel could bypass OS protections

SELF-REPORTED ATTESTATION

Modified binary can report the legitimate hash

21 MACHINES

78 providers, minimal traffic, unproven utilization

UNAUDITED

Explicitly marked ‘testing only’. No security audit.

et

NOTARIZATION GAPS

Binary not Apple-notarized. Python from Cloudflare.
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WHY IT MATTERS ANYWAY

o INFERENCE DOESN'T NEED
ADATACENTER

A Mac Studio with 192GB runs a 120B |
- model. The hardware exists. E _.l _,

el
e ANEW SECURITY PARADIGM |

Eliminate observation paths instead of relyi"ng
on hardware enclaves. Worth studying. |

- |
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e THE CLOUD IS SOMEONE
ELSE’S LAPTOP

Millions of machines. Idle 16+ hours/day.
If privacy holds, cost structure is disruptive.
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THE VERDICT

PROMISE

Research prototype solving a real problem
Most novel: Software Access Path Elimination

Smart targeting: Apple Silicon is powerful,
plentiful, protected

BUT:

e Known security gaps
o Self-reporting attestation problem
e Negligible utilization
e Unaudited

-

Worth watching. Not worth trusting

with production data. Yet. 59



“The hardware already in
enormous quantltles."
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github.com/Layr-Labs/d-inference 1imiel.dev/blog

darkbloom.dev

Follow Imiel for more AI signals



