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92% OF ENTERPRISES
CANNOT SEE THEIR Al AGENTS

THE UNGOVERNED WORKFORCE




THE NUMBERS

9 2 O/ lack visibility into
O Al identities

71 O/ Al tools access core

O systems (Salesforce, SAP)
1 6 O/ govern that access

O effectively
7 50/ found unsanctioned Al

O tools in their networks
9 50/ doubt ability to detect

) or contain misuse

Cybersecurity Insiders + Saviynt, April 2026 02




THE IDENTITY RATIO

Non-human to human identity ratio
Some orgs report 100:1 or 500:1

0/ of NHIs have excessive E
97 /O privileges '

O not rotated within C
71 /6 recommended timeframes L

780/ no formal policy for creating E_P\
O or removing Al identities QD
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CRON JOB VS Al AGENT

TRADITIONAL NHI Al AGENT
2+ Fixed logic “/> Reasons and
decides
2+ Same task every °/- Behavior changes
time per context
2+ Single system °/= Crosses system
- boundaries
2+ Predictable > Nondeterministic
2 Static credentials °/- Delegates to
sub-agents

Your IAM was built for the left column.
Your environment is the right.
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VERCEL BREACH: THE PREVIEW

Jiae
Q

i{}} e
-y No phishing.

E Employee account 7 No stolen
. compromised - 33:?‘;’:%

|| I' | tool with
_ K\/ ~_,  OAuth access.
3 Internal systems -
) accessed |

Unencrypted
credentials stolen

75% of orgs have unsanctioned Al tools.
Each one has credentials.



THE TRIPLE THREAT

(AGENTIC RISKY,

Over-privileged insider that never sleeps.

7/ SPEED MISMATCH \\

Machine-speed identities, human-speed governance.

48% say agentic Al will be the top

attack vector by end of 2026. -



THE EXPECTATION

7%

of enterprises expect a material
Al-agent-driven security incident
within 12 months

Meanwhile:
e 92% cannot see Al identities

« Only 21% have real-time agent inventory
» Only 16% govern Al access effectively

They know it is coming. They cannot see it coming.
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WHAT TO FIX

CUSCUR KUY

CURKY

Inventory every Al identity
APl keys, OAuth tokens, service accounts

Enforce least privilege
97% of NHIs have excessive permissions

Rotate at machine speed
90 days is too long for agents

Monitor behavioral anomalies

Agents behave differently from humans and
each other

Govern the Al supply chain

Every vendor OAuth grant is an attack surface

Build accountability chains
Which agent, whose authority, what purpose
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THE BOTTOM LINE

The most dangerous
insider in your
environment is not
a person.

It Is an agent nobody remembered deploying,
with credentials nobody rotated,
accessing systems nobody monitored,

under a governance framework
that does not exist.

Source: 2026 CISO Al Risk Report, SANS Institute, CSA



Follow Imiel for
more signal, less noise

imiel.dev
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