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43% OF Al CODE BREAKS IN PRODUCTION

0% OF LEADERS ARE CONFIDENT




THE LIGHTRUN REPORT
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200 senior SRE and DevOps leaders
1,500+ employee enterprises
US, UK, and EU

of Al-generated code changes require
manual debugging in production

even after passing QA and staging

o described themselves as
0 / “very confident” Al code
o works once deployed
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THE REDEPLOY TAX

8 8 o/ Jllllllllmlmm J
O need2-3 redeploy cycles per Al fix
11% =
0 need 4-6 cycles
0% "
O can verify in a single cycle

S
\( 38% of developer time spent on debugging
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THE VISIBILITY BLIND SPOT

60%

say lack of runtime visibility is the primary bottleneck

44%

of Al tool failures caused by missing execution data

77%

lack confidence in observability stacks for automated remediation

Al reasons about source code. It cannot see
how code behaves at runtime.
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Al vs HUMAN CODE

CodeRabbit analysis of 470 GitHub PRs

Issues per PR

Human Code Al Code

1.7 X vereers +

-
Logic errors 1.75X
Maintainability 1.64x
Security 1.57x
Performance 1.42x

XSS vulnerabilities nearly TRIPLED in Al code
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THE SECURITY PROBLEM

M

889 7 password handiing bugs 7

91 % /) Insecure object references
3)( /) Cross-site scripting vulnerabilities

82% /2 Insecure deserialization

—

(— —)
| A 45% of Al code contains security flaws
& Security pass rate stagnant at 55% industry-wide
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" AMAZON LEARNED THE HARD WAY |
MARCH 2, 2026

- 120,000 lost orders { |
* 1.6M website errors | |-

6.3 MILLION LOST ORDERS

Root cause: Al coding tool Kiro deployed
unreviewed code to production

Amazon mandated 80% of devs use Kiro weekly
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THE 90-DAY SAFETY RESET

Amazon's response to the Kiro incidents

Two human reviewers required

for every change

Formal documentation and
approval process

Stricter automated
verification checks

335 critical systems targeted

“These were user errors, not Al errors”

- Amazon'’s official position

The same argument could be made for any
tool. The question is whether the process
caught the error before production.
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THE REAL SCORECARD

WHAT Al DOES WELL

WHAT Al CANNOT DO

o/ Generates code fast

o/ Passes benchmarks

Q/ Ships initial
implementations

'|
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See runtime behavior

Debug production
issues

Guarantee code
works at scale

Al makes you faster
at writing code.

It does not make you faster
at knowing if it works.

09



Follow Imiel for
more Al signals

imiel.dev
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