SOUTH AFRICA
UNDER CYBER SIEGE

17 Targets.
3 Campaigns.
Zero Arrests.
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TIMELINE OF ATTACKS

JAN 2026
Land Bank ransomware

MAR 2026
Stats SA breached (154GB)

APR 2026
Xenophobic violence erupts

MAY 11-16
#OpSouthAfrica launches

MAY 18-22
DDoS carpet bombing

MAY 23-24
SITA/SARS claimed breached
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STATS SA BREACH

ft\ﬁ\

194 GB 453, l]llll+ 3100 000

EXFILTRATED RECORDS DE?HI’\?\]%I\EID

Data published.
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N\~ [Ransomware] |
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ANC DATA BREACH

2 MILLION

RECORDS
~2 6B

Member details, contacts,
photographs

Nigerian organized
crime syndicate
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- #0pSouthAfrica

DIGITAL RETALIATION FOR XENOPHOBIC VIOLENCE

Motive: Geopolitical.
Method: Data exfiltration.
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4GB EXFILTRATED
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SITA & SARS
GI.AIMED BHEAGHED

B T e
LEAKED DATA SAMPLES

i 1@-1*\ A__
4 Names John Doe Jane Smlth -
°¢| Emails: j.doe@email.com, ].smlth@gov.za...
Fif Passwords: skkikkkokkxkl ]
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c@ “No evidence of any = g——
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DATA BREACH WARNING



NOTHING WAS OFF LIMITS

m CERVI Digital Health Platform -

Practitioner data, BHF numbers,
geolocation

- | - -

/& . Silver Lakes Golf Estate -

Resident/member data

@
| &

@a Bellavista School -

Student registration data

\\.\ Sheriff of Randburg West -
-4 Names, emails, phone numbers

A health platform. A golf estate. A school.
A sheriff's office.
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DDoS CARPET BOMBING

A SEPARATE CRIMINAL CAMPAIGN

1 Thps PEAK ATTACK

7+ infrastructure providers targeted simultaneously
Attacker: “Black Matter” (likely false flag)
Ransom demand: R16,000 (~$800) per target
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~.) 4-hour major outage
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Massive data flow interruption. Core infrastructure compromised.
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Persistent DDoS and intrusion attempts. 3 2 ' 4 5 O DDoS Application  Protocal

Service degradation and intermittent avallability. (Volumetric) Layer Attacks
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~300+ Gbps— .~

@ 300,000+ websites hosted
}g Control panel degraded
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SEACOM
676 Gbps

UNDERSEA CABLE OPERATOR

Attacking SA's connection
to the global mternet

LIQUID INTELLIGENT
TECHNOLOGIES

Pan-African telecom provider
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THE ECONOMICS DON'T ADD UP

~ ATTACK COST

Qll

perhouratlprs

F High resources and | Surprisngly low value

§ infrastructure investment | relative ontinseft in
3; to the high. the effort.
#"g’—; T 4 TN

You don't spend $20K+ on attack
infrastructure to demand $800.

E 7 : | e

%74 Infrastructure mapping?
Proof of capability?
L Nation-state reconnaissance?
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THE READINESS GAP

1, 947

of cybersecurity compromises

roles UNFILLED reported .
year-on-year ———
INCREASE E

maximum % ARRESTS
POPIA fine . for May 2026
($550K) attacks
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THE TRACK RECORD

City Power ransomware
(Johannesburg)

Impact: Major power outages
in Johannesburg.
Attack vector: Ransomware.

Experian: 24M South
: a Africans exposed
- Data breach affecting personal
2 4 M information of millions. )
Attack vector: Fraudulent client.

2021

Transnet: ports
Y A crippled for days
h == Impact: Shipping and logistics

Wiy halted at major ports.
m=m—m—s—=—=  Attack vector. Cyberattack.

2022
TransUnion: 54M
i Eﬁ records, $15M ransom

Data theft of millions of records,

massive ransom demand.
Attack vector: Hacking.

2023
—f= TransUnion+Experian:
@ @ﬁ $60M demanded
Le.l

Combined data breach incident
$6 0 M with escalated ransom demand.
Attack vector: Extortion.

2025
AP e ()
breached

,<\o“\
P" Multiple critical infrastructure sectors
p\-
ESC compromised simultaneously.
il Attack vector: Coordinated cyberattacks.

2026

| EVERYTHING IN
= THIS CAROUSEL.

PROJECTED OUTCOME: Complete
and catastrophic systemic breach of
all previously affected entities and
more. Unprecedented scale of data
loss and infrastructure collapse.
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POPIA IS A PAPER TIGER

......

B¢ - & Max1mum possible:

; > R10M ($550K)
12 years -7 Payable =S
as law ¢ 0;,.:- in installments E%\\

| " EUGDPR: +> D sa POPIA:

up to 4% of R10M cap & J'
global turnover @’2 4

<.>

284 breach reports per month' __
Fines are a roundmg error.
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